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INFORMATION SECURITY POLICY

Introduction

Martindales is required to maintain certain personal data about customers for the purposes of satisfying its operational, commercial and regulatory obligations. 
Martindales recognises the importance of the correct and lawful treatment of personal data.
The personal data, whether held on paper, on computer or other media, will be subject to the appropriate safeguards as detailed in the Data Protection Act 1998.

Principles

Martindales endorses and adheres to the eight principles of the Data Protection Act. These principles specify the legal conditions that must be satisfied in relation to obtaining, handling, processing, transportation and storage of personal data. 
Employees and any other persons who obtain, handle, process, transport and store personal data on behalf of Martindales must adhere to these principles.

The principles require that personal data shall:

1. Be processed fairly and lawfully and shall not be processed unless certain

conditions are met;

2. Be obtained for a specified and lawful purpose and shall not be processed

in any manner incompatible with that purpose;

3. Be adequate, relevant and not excessive for those purposes;

4. Be accurate and, where necessary, kept up to date;
5. Not be kept for longer than is necessary for that purpose;
6. Be processed in accordance with the data subject’s rights;
7. Be kept secure from unauthorised or unlawful processing and protected

against accidental loss, destruction or damage by using the appropriate

technical and organisational measures;

8.
And not be transferred to a country or territory outside the European

Economic Area, unless that country or territory ensures an adequate level

of protection for the rights and freedoms of data subjects in relation to the

processing of personal data.

Complying With the Principles

In order to meet the requirements of the principles, Martindales will:

· Observe fully the conditions regarding fair collection / use of personal data;
· Meet its obligations to specify the purposes for which personal data is used;

· Collect and process appropriate personal data only to the extent that it is

needed to fulfill operational or any legal requirements;

· Ensure the quality of personal data used;

· Apply checks to determine the length of time personal data is held;

· Ensure that the rights of individuals about whom the personal data is held,


can be fully exercised under the Act;

· Take the appropriate technical and organisational security measures to


safeguard personal data;

· Ensure that personal data is not transferred abroad without suitable


control’s being in place.
Subject Access

All individuals who are the subject of personal data held by Martindales Limited are entitled to:

· Ask what information is held about them and why.

· Ask how to gain access to it.

· Be informed how to keep it up to date.

· Be informed what Martindales is doing to comply with its obligations under the 1998 Data Protection Act.
All personal Information shall be held and used in accordance with the Data Protection Act 1998 and if a customer wants to know what information is collected and held about them, they should write to:
Martindales Limited
Martindale House 

Unit 2

Union Road
Bolton

BL2 2HF
Martindales Limited is the Data Controller of for the purposes of the Act.
Employee Responsibilities 
All Martindales employees are responsible for:

· Checking that any personal data they provide to Martindales is accurate and up to date.

· Informing Martindales of any changes to information which they have provided, e.g. changes of address. 
· Checking any information that Martindales may send out from time to time,


giving details of information that is being kept and processed.

If, as part of their responsibilities, employees collect information about other people including customers, they must comply with this Policy and also the Martindales Data Protection Procedures.
Retention of Data

Martindales will keep some forms of data for longer periods than others. All staff are responsible for ensuring that information is not kept for longer than is absolutely necessary. 

Privacy 

Martindales is committed to protecting the privacy of customers. This Policy is intended to inform customers on how Martindales gathers, defines and uses personal information such as:

· name; 
· address; 

· home, work or mobile telephone numbers; 

· payment details (Direct Debt, credit/debit card number); 

· email address 

Information provided to Martindales about customers (whether or not under a contract or contracts) may be used by us, our agents or partners to:
(a) 
identify them when we are contacted;

(b) 
help identify accounts, services and products which customers could obtain from us from time to time;

(c)
 create statistical information;

(d) 
carry out analysis and customer profiling (including transactional information) and testing information as required

(e) 
help to prevent and detect fraud or loss; and

(f) 
contact customers in any way (including mail, e-mail, phone, visit, text or multimedia messages) about our services. We will only contact customers in this way if they have previously given their permission to do so.
We may pass customer information to other carefully selected third party organisations  to use information we hold about them:
· to provide services we have been asked to supply;
· as part of the process of providing services from one or more of the Martindales businesses;
· if the customer has failed to pay us, in which case we may transfer details about them  to another organisation;
· if we have been asked to provide information for legal or regulatory purposes; or
· as part of current or future legal proceedings.
We may monitor and record communications with customers (including phone conversations and e-mails) for quality assurance and to make sure that we are meeting our legal and regulatory requirements.
As Email is not recognised as being a secure medium of communication, we request that Customers do not send private information to us by email.
All information contained in the Martindales Website Portal (for access by customers) is protected securely via Secure Sockets Layer SSL 128 bit encryption.  
Communication of personal information from the Martindales Claims Management System to its field force PDA Communication Units is via a secure FTP site and 128 bit encryption.

If during the course of dealing with a claim a customer provides false or inaccurate information and fraud is suspected, we will pass all relevant details to the insurance company concerned.
Secure Disposal of Confidential Paper  

Confidential waste paper shall be stored separately from ordinary paper waste for recycling and kept for the minimum period necessary. 
All areas of the business / departments will use the shredding equipment provided.

All confidential waste must be shredded before removal from any Martindales site. 

Confidential waste shall not be used for any other purpose either before or after it has been shredded, for example, as scrap paper or packing material. 

